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03 November 2005

VIA COURIER

Competition Bureau
50 Victoria Street
Gatineau, Quebec
CANADA

KIA 0C9

Dear Sirs and MesDames:

Re: Complaint against Integrated Search Technologies, Inc.

We write to submit an application to the Competition Bureau pursuant to s. 9 of the Competition
Act. and to submit a complaint to the Federal Trade Commission (collectively. the
"Application"). in respect of Integrated Search Technologies. Inc.. related and affiliated
companies. and the directors. officers. and directing minds of each of the foregoing (collectively.
"1ST").

We enclose an Affidavit with Exhibits. sworn by Dan McConville. one of the Applicants.
providing evidence supporting this Application.

We further enclose a complaint filed today by the Center for Democracy and Technology with
the Federal Trade Commission in parallel with this letter.

SUMMARY

Spyware and other potentially unwanted technologies are a growing threat to Canadians and
Americans. Studies suggest that these online threats are causing consumers to change their
online behaviour. Consumers are spending less time online and cutting back on online
commerce and banking. The risk posed by spyware is fundamental: spyware threatens to erode
consumer trust and confidence in the Internet as a medium for social and democratic
participation and for the conduct of commerce.

Spyware is not a Canadian problem, nor an American problem. It is an international problem.
CIPPIC presents this complaint jointly with the Center for Democracy and Technology to both
the Competition Bureau in Canada and the Federal Trade Commission in the United States in the
hopes of accomplishing three things:
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1. acting as a catalyst for the effective enforcement of existing laws on both sides of the
border to combat spyware;

2. setting the stage for the beginnings of cross-border co-operation in combating spyware;
and

3. addressing the unacceptable business practices of one of the worst spyware developers
and distributors on the Internet, Integrated Search Technologies, Inc., or "1ST".

1ST is perhaps the single most notorious spyware developer and distributor active on the Internet
today. 1ST's "products" consistently rank among the top ten spyware threats identified by anti-
spyware tool vendors. Sunbelt Software currently ranks two 1ST products among its top ten
most common spyware threats on the Internet. Similarly, Webroot's quarterly State ofSpyware
reports consistently rate 1ST products among its top ten threats. In addition to its own offerings,
1ST distributes spyware developed by third parties - which are also often among the net's most
prevalent spyware threats.

I BASIS FOR SUBMISSION

A - Competition Bureau

We submit this complaint to the Competition Bureau pursuant to section 9 of the Competition
Act, RS.C. 1985, c. C-34 (as amended) (the "Competition Act"). The six applicants identified in
this letter and its accompanying Affidavit are of the opinion that:

CIPPIC submits that 1ST's practices identified and described in this Application and its
accompanying Affidavit violate Section 5 of the FTC Act and other unfair and deceptive
practices laws, and several computer fraud laws. We accordingly request that the FTC
investigate these practices.

II PARTIES

With one exception, the Applicants are employed by, student interns with, or otherwise affiliated
with CIPPIC, the Canadian Internet Policy and Public Interest Clinic, Canada's only technology
law clinic. CIPPIC operates out of the Faculty of Law at the University of Ottawa. CIPPIC's
mandate is to advocate for balance in policy and law-making on issues arising out of new
technologies.
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The sixth Applicant, Ari Schwartz, is Associate Director of the Center for Democracy and
Technology, a public interest advocacy organization based in Washington, D.C., that works to
promote democratic values and constitutional liberties in the digital age.

1ST is a Montreal-based purveyor of Internet technologies commonly characterized as
"spyware", with offices at Suite 406,3300 Cote-Vertu, Montreal, Quebec, H4R 2B7. 1ST
describes itself as (1ST homepage, http://www.isearchtech.coml):

. . . a leading Internet marketing solutions provider, specializing in effectively targeting
valuable customers at the moment they are most interested in a particular product or
service.

1ST targets the customers through several different delivery methods such as highly
effective toolbars and plugins available for Internet Explorer.

We include within the scope of this Application Integrated Search Technologies, Inc., related and
affiliated companies, and the directors, officers, and directing minds of each of the foregoing.

III FACTS

CIPPIC has for some time now been investigating the practices oflST. We have included with
the Affidavit documented installations oflST products. CIPPIC's submission is that 1ST's
distribution and installation practices, in essence, rely upon public misrepresentations that are
false, misleading and/or deceptive in a material respect for the purpose of directly promoting the
distribution, installation, supply and use of its products and services, and those of its partners, for
the advancement of its business interests.

some fonn of
window;
a blatant
a misrepresentation
a misrepresentation
install;

.

.

.

misdescriptive file names intended to deceive or confuse consumers into accepting the
installation;
misrepresentation as to the locale or existence of an end user license agreement (EULA)
purportedly governing the program installation; and
misrepresentations within the EULA itself as to the identity, function and purpose of the
installed programs.

.

.

.

Other installations lack even this utterly inadequate installation consent experience. One of the
installations documented in the accompanying Affidavit (Install 2) involved a total lack of notice
or consent - a true "drive by installation". Others documented in the accompanying Affidavit
show active deception on the part ofIST in its use of third party trade-marks and "bait and
switch" file naming. These installations result in the installation of true spyware - software
reporting infonnation about the user back to 1ST's servers.
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Some of the practices employed by 1ST's products deserve attention. Many of 1ST's products
are "toolbars", or "browser helper objects". They represent themselves to consumers as search
assistants. Sidefind, one of 1ST's products, resides on a browser, and activates itself when a
search is perfonned in a browser window. When a search engine presents its search results,
Sidefind opens a frame offering its own "search results". In fact, these search results are paid
advertisements. The user is never asked whether it wants to use Sidefind. Sidefind parasitically
rides on the goodwill associated with search engines, such as Google, to deceptively present as
"search results" its own advertisements to advance its own business interests.

Many of the investigations CIPPIC perfonned are at "cracks" or "warez" sites. These websites
trade in stolen software initialization codes for commercial software, and in pirated versions of
that software itself. These website effectively support their illegal businesses through the
distribution of 1ST's spyware. 1ST, in supporting these illicit sites, profits from their illegal
activities.

IV LAW

A - Competition Bureau

On the basis of theaccompan

(a) grounds exist for the making of an order under Part Vll.l or Vlli, and/or
(b) an offence under Part VI or VII has been or is about to be committed.

Particularly, in our view, 1ST violates section 74.01(l)(a) of the Competition Act in that its
activities detailed here involve the making of a number of representations to the public that are
false, deceptive or misleading in a material respect. 1ST makes these representations for the
purpose of promoting, directly or indirectly, its business interests.

Particularly, the Applicants submit that the following materially false or misleading
representations:

1ST's representation that prompt a user to call up an installation pop-up window;
1ST's representation as to the purpose of the installation;
1ST's representation as to the nature of the programs 1ST asks the user to install;
a misrepresentation as to the purpose and function of the programs 1ST asks the user to
install;

.

.

.

.

1ST's representation as to the identity and purpose of the application through
misdescriptive file names;
1ST's practice of employing third party trade-marks, or symbols that are deceivingly
similar to third party trade-marks, for the purpose of deceiving consumers into accepting
installations;
1ST's representation as to the local or existence of an end user license agreement (EULA)
purportedly governing the program installation; and
1ST's representation within the EULA itselfas to the identity, function and purpose of the
installed programs.

.

.

.

.
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This itemization is in no way intended to be a full or complete listing of 1ST's deceptive
marketing practices or other activities which fall afoul the Act, nor is it meant to limit the scope
of the Commissioner's inquiry.

B - Federal Trade Commission

For the reasons itemized in the foregoing section, the Applicants submit that the practices
detailed in this letter and its accompanying affidavit violate section 5 of the FIC Act, other
unfair and deceptive practices laws, and several computer fraud laws.

CONCLUSION

We request that the Commissioner establish an inquiry into, and that the FTC investigate, the
matters detailed in this letter and its accompanying Affidavit.

We trust the foregoing is clear. We would be pleased to answer any questions you might have
about the contents of this letter, and to work with you to address this Application.

Yours truly,

David Fewer
Staff Counsel

Ene!.
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