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December 20, 2004 
 
Privacy Commissioner of Canada 
112 Kent Street 
Ottawa, Ontario 
K1A 1H3 
 
Dear Commissioner Stoddart: 
 

Re:  Abika.com 
 
By way of a letter dated June 9, 2004, we lodged a complaint against Abika.com with your 
office.   In a letter dated November 30, 2004, your office stated that it was unable to investigate 
this matter because the company in question was wholly located in the U.S.A.   On December 
14, 2004, we filed a complaint against Abika.com with the Federal Trade Commission in the 
U.S.A, and copied it on you, urging you to take action. 
 
Further to discussions with your office, we are hereby filing a revised complaint against 
Abika.com, under section 11 of the Personal Information Protection and Electronic Documents 
Act (PIPEDA).  Specifically, we allege that Abika (http://www.abika.com/), in the course of its 
commercial activities, routinely collects, uses and discloses personal information about 
Canadians for inappropriate purposes, and without the knowledge or consent of the individuals in 
question.  We further allege that Abika compiles and discloses inaccurate information about 
individuals, under its "psychological profile" service.  
 
Although it may have investigators located in Canada, Abika itself is apparently located in the 
U.S.A.  We appreciate that your office may have difficulty enforcing Canadian law in the 
U.S.A., and may need to work with the relevant authorities in the U.S.A. to investigate our 
complaint.  Attached is another copy of our complaint filed with the FTC, under US law. 
 
PIPEDA Compliance
 
Abika is an Internet-based organization which offers investigative services – i.e., the gathering 
and selling of personal information about individuals. Although based in the USA, Abika 
provides comprehensive searches on Canadians, to Canadians.  The searches are conducted for a 
fee.  In the course of its business, the company routinely collects, uses and discloses personal 
information without the knowledge or consent of the individual in question.   
 
Our review of the company’s website, policies and practices indicates that they are violating 
PIPEDA in a number of respects: 
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1. Collection, use and disclosure without knowledge or consent  
 

Abika collects, uses and discloses personal information about individuals without their 
knowledge or consent.  Personal information is collected from third party databases and other 
sources, packaged according to the type of investigation ordered, and sold to consumers of its 
service. The very nature of the service (investigatory) involves non-consensual collection, use 
and disclosure of personal information. As stated by Abika on its website, "All paid searches are 
completely private and confidential.  Only free searches require consent."  This practice is in 
clear violation of Principle 4.3 of Schedule 1 to PIPEDA, and does not fall into any of the 
exceptions set out in the Act.  
 
Abika collects and sells a variety of personal information, including that which one would 
ordinarily consider to be private – information such as police reports, criminal records, telephone 
records, and even medical records.  
 
Although Abika’s primary practice is to collect and disclose information without consent, in a 
narrow subset of searches, Abika purports to obtain consent. Included among these free services 
is a basic criminal records search.  Considering the sensitive nature of the contents of criminal 
records, one would expect the consent to be obtained in an explicit and foolproof manner.  Yet, 
Abika's method of obtaining consent is unreliable and inadequate and falls far short of that 
required by the Act under principles 4.3.4, 4.3.5 and 4.3.6.  Specifically, it is easy for one person 
to purport to provide consent on behalf of another person.  As stated on Abika's website: 
 

"When you submit a free search request, an email is sent instantaneously to the subject 
of the search asking for their consent to complete the search. Once the subject gives 
consent, the search is completed and results are sent out to both the requester and the 
subject."  

 
The search subject's email address is obtained from the customer.  As the attached print-out 
indicates, the customer can enter any email address they wish for the search subject, and then 
purport to provide consent from that address.  Clearly, this process does not ensure that consent 
is obtained from the search subject: any e-mail address can be entered, and anyone can purport to 
consent for the individual in question.   
 

2. Disclosure of inaccurate information 
 

Our investigation suggests that despite being advertised as credible information, Abika's 
"psychological profile" service discloses inaccurate and highly personal information about 
named individuals in contravention of section 4.6.  The company claims that its psychological 
profile provides the behaviour history of a person, including their past and current behaviours 
and preferences.  In order to generate these profiles, Abika purportedly consults public records, 
consumer activities, shopping histories, property deeds, court records, opinions expressed in chat 
rooms, public and private databases, and uses statistical comparisons with peer groups, polling, 
rumours and information submitted by friends. In order to test this service, CIPPIC ordered a 
psychological profile of a staff member.  The results of this 'profile' were laughably inaccurate in 
a number of respects, and often bore no similarity to the person being searched.  Anyone can test 
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the accuracy of the information provided in these "psychological profiles" by ordering one on 
themself. 
 
By offering this psychological profile service, Abika fails to “minimize the possibility that 
inappropriate information may be used to make a decision about the individual” as required by 
Principle 4.6.1.  Even more troublesome is that these inaccurate findings are disclosed and 
presumably relied upon by the purchaser, without the individual ever knowing that they have 
been the subject of a psychological profile. 
 

3. Collection, use and disclosure for inappropriate purposes  
 

Regardless of consent, several of the purposes for which Abika collects, uses and discloses 
information would be considered inappropriate by a reasonable person, contrary to section 5.3 of 
the Act.   
 
Abika’s practice of finding and selling detailed telephone records and other personal 
information, apparently to anyone willing to pay, extend beyond any purpose that a reasonable 
person would find appropriate.   If a person needed to locate the source of secretive phone calls, 
then finding an unlisted telephone number via Abika's service could possibly be considered an 
appropriate purpose.  However, nothing on Abika's site suggests that it discriminates among 
requestors, or even cares about the purpose of the request.  Moreover, even if Abika purported to 
limit its information disclosure to certain purposes, there is no way for it to control the purposes 
for which the information would actually be used.   
 
Abika also advertises that a customer may find out more about a person (e.g., someone you met 
“on the Internet or in a bar or at a grocery store”) simply by providing their first name and 
approximate age.  Abika claims that it can find this person’s name, address, telephone numbers 
and email address, and it can run a background check on the individual.  This same search is 
promoted to consumers to conduct background searches on their potential spouses. Once again, 
Abika cannot and apparently does not control the purposes for which this information is used by 
purchasers. Invading someone’s privacy to such a high degree, especially when this person is 
someone who one barely knows, is clearly inappropriate. 
   
The primary purpose of Abika's investigatory service appears to be commercial gain.  It collects 
and discloses personal information without the knowledge and consent of the individual being 
searched.  The information it discloses can be used by Abika's customers for unlimited purposes 
that cannot be controlled.  Abika's business therefore appears to be premised on violations of 
core principles in PIPEDA. 
 
U.S.A. law 
 
In addition to its breaches of PIPEDA, Abika’s services also appear to be in violation of several 
U.S.A. laws.  In particular, Abika appears to be engaged in unfair or deceptive acts or practices 
as defined by Section 5(a) of the FTC Act. Moreover, Abika appears to be violating or causing 
violations of the Telecommunications Act of 1996, and the Fair Credit Reporting Act.  As noted 
above, we have lodged a formal complaint under these statutes with the FTC, who is responsible 
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for enforcing federal laws against misrepresentation, and for administering the Fair Credit 
Reporting Act, in the U.S.A. 
 
We therefore request that you work with the Federal Trade Commission and any other relevant 
authorities in the U.S.A., to investigate this company and take appropriate action against it. 
 
We are also attaching, for your information, a copy of a recent article from Times News Network 
on Abika.  The article states that Abika is a seven-person company, and processes three million 
search requests a year.   
 
We await your investigation, findings, and response. 
 
 
Yours truly, 
 
original signed 
 
Dina Mashayekhi,              Philippa Lawson,  
CIPPIC Intern                Executive Director, CIPPIC 
 
Attach  (excerpts from the Abika.com website) 
 
 

 


