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SHAW COMMENDED FOR STANCE ON SUBSCRIBER PRIVACY
Having launched its first lawsuits against anonymous alleged file-sharers in Canada earlier this week, the recording industry must now get ISPs to divulge the names and contact information of subscribers they say are engaging in heavy file-sharing.   While Videotron has said that it will gladly comply with any court order for disclosure of subscriber ID, Shaw has said that it will defend the privacy rights of its subscribers, noting that the subscriber information being sought may well relate to innocent Internet users.
"Shaw is taking the right approach", said Philippa Lawson, Executive Director of the Canadian Internet Policy and Public Interest Clinic (CIPPIC) at the University of Ottawa's Faculty of Law.  "ISPs should be defending the rights of their subscribers to privacy and anonymity on the Internet, and should not be capitulating to the recording industry on what is a contentious legal issue."

Under federal privacy legislation, ISPs are prohibited from disclosing subscriber identities to third parties such as the record industry without a court order, or the subscriber's consent.  The record companies are requesting a court order for disclosure of subscriber information so that they can proceed with their lawsuits.

Videotron does not plan to defend its subscribers' anonymity, arguing that copyright infringement is a serious issue.  But Lawson says that Videotron is missing the point:
"Even if you take the position that file-sharing is illegal and should be punished – a position that not all copyright experts share – you should be insisting on due process for your subscribers before their identities are exposed.  Due process for subscribers means, at a minimum, being notified of the lawsuit and given enough time to find a lawyer and be represented in any hearing on the issue."

It also means, in Lawson's view, that subscriber IDs should not be disclosed unless and until the record industry has made a clear case that the subscriber in question has violated the law.  "How do they know that they have the right person, especially where IP addresses are continually reassigned to different subscribers?" asks Lawson.  "Innocent consumers should not be dragged into this just because the recording industry wants to take a short cut. It is incumbent on Internet service providers to stand up for their customers and insist upon their full legal rights."
While anonymity can be used by wrongdoers to hide from authorities, it is also a critical protection for those engaged in legitimate activities such as human rights work, whistle-blowing, research and discussion on controversial issues, says Lawson.  "Anonymity is an important value in free and democratic societies.  It allows people to speak their minds freely, without fear of persecution, retribution, or stigmatization.  It can be essential to an individual's safety, in some circumstances.  It should never be forcibly removed without full justification."
The recording industry and ISPs will be in court on Monday to argue the issue of whether subscriber IDs should be handed over.  "This will be an important case for individual rights to anonymity on the Internet", said Lawson.  "ISPs should be insisting on clear-cut evidence of illegal activity by a given subscriber before they are required to hand over that person's name and contact information.  And all affected subscribers should be given an opportunity to defend their right to anonymity before it is irretrievably lost."
- 30 - 

Contact:
Philippa Lawson


613-562-5800 x.2556



plawson@uottawa.ca



http://www.cippic.ca
