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Mr. David Fewer

Acting Director

Canadian Internet Policy and Public Interest Clinic
University of Ottawa

Faculty of Law

57 Louis-Pasteur

Ottawa ON K1N 6N5

Dear Mr. Fewer:

Please find attached the report of findings prepared by this Office with regard to
the complaint you filed against Bell Sympatico under the Personal Information Protection
and Electronic Documents Act, and received by our Office on May 12, 2008.

Following the investigation into your complaint, | have concluded that the matter
is partially well-founded. For details on the investigation and the rationale for my
conclusion, please see the attached report of findings.

Now that you have my report, | must inform you that, pursuant to section 14 of
the Act, you have the legal right to apply to the Federal Court of Canada if you wish to
pursue this matter any further.

Should you wish to proceed to Court, we suggest you contact the Court office
nearest you. Normally, an application must be made within 45 days of the date of this
letter. For additional information on Federal Court applications, please check the Fact
Sheet, Application for Court Hearings under PIPEDA, found on this Office's web site at
http://www.privcom.gc.ca/fs-fi/02 05 d 31 e.asp.

This concludes this Office’s investigation of your complaint. If you have any
questions or comments about the disposition of the complaint, | would invite you to
contact Jolana Klobouk, Privacy Investigator, at 1-800-282-1376.

Sincerely,

Elizabeth Denham
Assistant Privacy Commissioner
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Report of Findings

File 6100-03063

Complaint under the Personal Information Protection and Electronic Documents

Act ({the Act)

1.

The complainant alleges that Bell Sympatico (Bell) uses Deep Packet Inspection
(DP1) technology during Internet transmissions to collect and use personal
information from its customers without their consent.

The complainant also claims that this practice collects more personal information
than is necessary to fulfill the company's stated purposes of ensuring network
integrity and quality of service.

The complainant alleges as well that Bell does not adequately inform its
customers of its practices and policies concerning the collection of their personal
information during Internet transmissions.

Summary of Investigation

Overview: What is DPI| and how is it used?

4. DPI is a tool used by Internet service providers (ISPs) to view information

transmitted on the Internet (e.g. from e-mails, downloads, uploads) in order to
manage the ISPs' network traffic.

Information is transmitted via the Internet using a protocol that breaks information
into packets, routes that information to its destination and reassembles the
information in the packets into the original content. The content (or “payload”) is
the user-generated information (such as e-mail content} that is surrounded by
several layers of control information to ensure proper handling and routing.

DPI has the capacity to see through and inspect these many protocol layers. For
example, viewing down to the application layer of a packet—the layer directly
above the payload—allows an ISP to determine the type of software application
that is being used to transmit the packet. Depending on the particular method
that an ISP adopts, being able to isolate and identify application information can
be useful to the ISP’s ability to manage its network traffic and reduce the traffic
congestion that its clients can experience on the Internet. Some software
applications are heavy users of bandwidth and are designed to use available
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capacity in the network in order to transmit their information. E-mail is typically a
small consumer of bandwidth, while the file sharing and Peer-to-Peer (P2P)
applications are large users. Applications that are often used for music and
movie file sharing between computers can consume a great deal of capacity and
“slow down” other Internet traffic.

Each packet layer also has its own header, one of its functions being a marker
that identifies the layer and differentiates it from all surrounding layers. These
headers are sometimes referred to as “protocol headers”.

DPI cannot be considered new technology. DPI has been used in the past as the
integral part of an intrusion prevention system, an intrusion detection system or
with traditional firewall technology. Thus, DP! can be beneficial to a user as a
security aid. What is new, however, is how it is currently being employed by Bell
and other ISPs in traffic management.

Why does Bell deem it necessary to use DPI?

9.

10.

11

In its representations, Bell claims that the amount of traffic specifically using
Peer-to-Peer (P2P) applications is causing undue congestion on its network; this
represents a threat to the network and degrades Internet service to its clients by
slowing service, especially during peak Internet usage periods.

Bell contends that its use of DPI as part of its Internet traffic-management
solution to congestion problems during peak periods has been restricted to
targeting only P2P file-sharing applications. According to Bell, peak periods occur
between 4:30 p.m. and 2:00 a.m. During this time, the upload and download
rates of speed for P2P transmissions are gradually decreased at the beginning of
the period and then gradually increased towards the end of a peak period.

. This Office’s investigation confirmed that the use of P2P applications to transmit

content through the Internet does increase network traffic (i.e. consume more
bandwidth) than other client-server applications and that the widespread
phenomenon of congestion in networks is largely caused by user downloads or
computer-to-computer file sharing using P2P applications. Relying on traffic-
management tools such as DP! is one means, among several, by which ISPs can
optimize network traffic flow.
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Who is targeted by Bell's use of DP|?

12. Bell advised that it carries Internet traffic for its Sympatico subscribers, as well as
Internet traffic on a wholesale basis for smaller competing ISPs, and that the
traffic of both Sympatico and wholesale customers has been subject to traffic
management using DPI.

What can DPI examine?

13. According to the complainant, DPI is also able to examine the user-generated
content of a data packet. One source that the complainant cites names a firm
that purportedly uses DPI to look inside packets and reassemble fragmented
information. In so doing, the firm can re-create from Internet traffic a readable
record of e-mails, web browsing activity, Voice-over-Internet protocol (VolP) calls
and passwords.

14. The complainant also cites a news release of another firm, involved in the
designing of traffic-management tools based on DPI technology. The news
release informs how its own product provides “...reports on subscriber and
application usage to enablie effective service marketing based on real subscriber
behavior data.” An industry analyst is quoted as saying that “...this kind of
technology can provide an invaluable tool for marketing executives.”

15. Our investigation was able to confirm that DPI can examine the following:

+ Most popular services or applications (P2P, VoIP, on-line games, e-mail,
video...)

e Subscriber usage patterns (by using the Internet Protocol [IP] address of
a computer)

e Application usage patterns

e Competing services and their presence on the network {e.g. amount of
VolP traffic)

+« Malicious traffic on the network
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16. Moreover, although DPI was designed to look within the application header of a
packet or traffic stream, our investigation confirmed that it is possible to use
certain DPI technology to look further and examine the payloads of packets being
sent (e.g. e-mail, on-line games, video). This content can contain personal
information, such as photo images, and financial and contact information.

How does Bell use DPI?

17. Bell stressed that its use of DPI does not extend to other applications (e.g.
streaming applications such as Internet radio or YouTube).

18. Our investigation examined, in detail, Bell’s submission to the Canadian Radio-
Television and Telecommunications Commission (CRTC). It made the following
claims:

By design, the DPI devices deployed in Bell Canada’s network do not:
. use any personal identification information of an individual user;
. store or log any personally identifiable information;

. have specific knowledge of a user's real identity;

. have knowledge of a user's URL browsing history;

. have knowledge of a user’s Internet search activity;

. have knowledge of a user's email topics or content;

. store content accessed by a user;

. cache any content, including user-specific content, whatscever;

. capture and playback any communications exchange; or install or require any
specific software on user machines

19. In its representations, Bell claims that the DPI devices deployed in its network
are not configured to distinguish types of customer content contained in packets.
Bell asserts that it is not using DPI for user-generated content inspection, but
rather for flow classification.
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20. In a report filed with the CRTC, Bell acknowledges that the DP| technology it
uses on its network has the capability to inspect content, but that it does not use
it for this purpose. The report states the following:

However, Bell Canada could configure a specific filter, to match a specific value at a
specific packet offset in order to isolate a specific communication exchange. But this
information would have to be known prior by Bell Canada in order to set the specific
fields and offsets to match. This type of filter could likely be placed on any network
element, not just DPI. The Company is not introducing any such configurations as
part of its traffic management solution.

What is an IP address?

21. An IP address (also called an Internet address) is a unique numeric address (e.g.
1.237.10.591) that identifies a specific computer on a network, such as on the
Internet. When information is transmitted on the Internet, the respective IP
addresses of the sender and the receiver are included in each packet. While a
static IP address constantly identifies the same computer throughout different
logon sessions on a network, a dynamic |P address is one that can change with
each new logon session from the same computer, thereby introducing elements
of randomness and relative anonymity. Yet random as they may appear to be,
dynamic IP addresses are often associated with an invariable identifier, such as
a subscriber’s user ID (conferred by the ISP), which, depending upon the ISP
and its information systems, can be traced back to an individual ISP subscriber.

How are |IP addresses handled when Bell uses DPI?

22. In the report from Bell to the CRTC, the respondent also describes how IP
addresses are handled when Bell uses DPI. It first explains how, on a network,
several information packets are grouped into a “flow” during transmission and
how DPI then parses information from packet headers and stores the information
in a “flow table”. A diagram of the flow table clearly indicates that, during this
process, both the sender’s and receiver's IP addresses are stored by DP! in the
flow table.

23. Later in the report, Bell reinforces this by stating that, “The DPI technology
deployed by Bell Canada has the ability to identify the source IP address and the
destination IP address of both the sender and the receiver of the communications
exchanges, when creating and managing flows.”
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The report states that its normal operations of DPI allow it to identify the IP
addresses of traffic only on its access network: “On its own...the DPI can identify
either the IP address of a sender or a receiver when they are on the Bell Canada
access network, but not when they are on the Internet.” Thus, it would appear
that the user IP addresses that can be identified by Bell would comprise at least
those of its own subscribers. Accordingly, the IP addresses of non-subscribers
(i.e. having a different ISP) can also be identified by Bell if the non-subscriber’s
message uses Bell’s access network during its transmission from sender to
receiver (e.g. a message sent from a Sympatico non-subscriber to a Sympatico
subscriber}),

Bell goes on in the report to explain that the capability also exists for a wider
application:

This normal operation of the DPI can be overridden with a configured destination-
specific filter, which can be used to establish flows with any IP source IP address
going to a filter-specific destination IP address (fully-qualified 32-bit IP address).
This would require Bell Canada to configure the specific destination IP address for
any flows it wanted to be processed matching the filter.

This application could include inspection of user-generated content:

The DPI does theoretically have the technical feasibility of assigning a filter on a
specific location in the packet payload, i.e. the actual content ...However, this
application would be very impracticai since the current Bell Canada architecture and
design is not tailored for this type of use.

Bell further explains that its subscribers are assigned dynamic |P addresses
while using its network, although each assigned user ID remains constant. In this
way, a specific user ID, while logged on to the Bell network, can be assigned
several different IP addresses, each corresponding to different periods of time
the user spends on the network:

The closest identifier to an individual subscriber that the DPI currently does maintain
and store is a ‘subscriber id' which is actually Bell Canada’s user ID assigned by
network authentication in order to bind a user to an assigned IP address. ...the DPI
is capable of identifying network users and associating dynamic IP addresses that
have been assigned to each user. Often, IP addresses are assigned dynamically in
order to accurately account for usage billing.
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28. Bell contends that, in this way the person using the network is not uniquely
identified—only their “customer premises device” (e.g. computer or router) is
identified—and that “While there is no capability for the DPI device itself to
resolve [i.e. to link] an IP address to a specific human user of the network, this
information may be used by Bell Canada for purposes of bandwidth consumption
management, e.g. if a customer has a specific Internet access service plan with a
bandwidth cap.”

What are Sympatico customers informed of and are they allowed an opportunity to consent?

29. Bell confirmed to this Office that it began using DPI on its Sympatico customers
in late 2007. Our investigation did not reveal any evidence to show that
Sympatico customers were advised by Bell that their traffic would be subject to
inspection. However, according to the complainant, Bell informed some of its
wholesale ISPs on March 28, 2008, that it had begun using traffic-management
measures on Sympatico customers.

30. This Office's examination of the Bel! Internet Service Agreement and the Bell
Internet Dial-up Service Agreement (both updated August 11, 2008 and available
on the company website) indicated that users are informed in a general way of
the possibility of Bell monitoring their use of Bell's networks. Specifically,
paragraph 17 (User Information: Other Information) states, in part, the following:

... However, you agree that Your Service Provider reserves the right from time to
time to monitor the Service electronically, monitor or investigate Content or your
use of Your Service Provider's networks, including, without limitation, bandwidth
consumption, and to disclose any information necessary to satisfy any laws,
regulations or other governmental request from any applicable jurisdiction, or as
necessary to operate the Service or to protect itself or others.

31. Paragraph 17 continues:

You hereby acknowledge that Your Service Provider, its affiliates, agents and
suppliers may retain and use any information, comments or ideas conveyed by you
relating to the Service (including any products and services made available on the
Service). This information may be used to provide you with better service.

32. Bell contends that the information about its practices that it has made available
for customer consent purposes is sufficient and that an organization’s obligation
to collect, use or disclose personal information under the Act excludes it having
to “...explain the specific technology that it uses to do so or that it obtain consent
for the use of specific technology....”
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33. It further states (using the example of its practice of recording calls to 310-BELL
for quality-assurance purposes) that it is also not obliged to inform individuals of
the existing capabilities of the technology it uses nor of all the possible future
uses. However, the respondent acknowledges that if it were to use the call-
recording technology in the future “... for a different purpose, e.g. marketing
purposes, it would have to do so in compliance with the PIPEDA obligations,
such that a new purpose would have to be identified, consent ... would have to
be obtained prior to doing so and the form of consent wouid depend on the
sensitivity of the information. No consent would be scught on the actual
technelogy being used to do so.”

34. Relating specifically to DP| technology, Bell affirms that its use of DPI for
purposes other than those it currently identifies “...would be made in accordance
with Bell's PIPEDA privacy obligations, our privacy policies and applicable
customer agreements.”

How else are its customers or the general public informed of Bell's monitoring and
traffic-management activities?

35. The complainant claims that there is a lack of clarity and coherence in
information available on Bell's websites relating to its network monitoring policies
and practices. For example, on the company website, part of the Bell’s Terms of
Service document refers readers to the Sympatico Privacy Policy. However, the
complainant alleged that the link between the web pages was broken.

36. During our investigation, this Office was informed by Bell that the Sympatico
Privacy Policy document no longer exists, having been replaced instead by Bell's
Code of Fair Information Practices and an abbreviated, one-page privacy
statement. Bell also confirmed that the alleged broken link to the former privacy
policy had been repaired and that the content of the web page was updated.
Instead, Bell now advises that customers should refer to the permanent privacy
link available at the bottom of every web page in order to find relevant privacy
policies.

37. Our investigation determined that the documents relevant to privacy and Bell's
Internet service are now the following: Bell Code of Fair Information Practices
(the Code); Frequently Asked Questions (FAQs); Privacy Statement; Bell Internet
Service Agreement, Bell Internet Optimax Service Agreement and Bell Internet
Dial-up Service Agreement. By clicking on the privacy link from any Bell web
page, an individual gains access to the privacy page, which provides links to the
Code, the FAQs and the Privacy Statement.
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— 38. In the FAQs, question #12 (“Does Bell Sympatico monitor my service?”) advises

39.

40.

that Bell can monitor aspects of a subscriber’s use:

Bell Sympatico does not proactively monitor your use of the Service or the
content of your emails.

However, Bell Sympatico, similar to other Internet service providers, reserves the
right from time to time to monitor the service electronically. In the normal course of
business, Bell Sympatico may be required to monitor certain aspects of your use of
the Service, such as your bandwidth consumption or spamming in order to ensure
the operation of the Service, or to ensure compliance with other provisions of our
Acceptable Use Policy such as the harassment of other users, uploading,
downloading....

At this FAQ, Bell provides a link to the three Internet user agreements, where the
Acceptable Use Policy can also be found.

Even though in its representations dated July 15, 2008, Bell claims it was
working on “.. .the addition of a specific FAQ for its use of DPI technology for
such purposes [i.e. traffic-management measures] ...", we note that such a
question has not been added to the FAQs page as of the issue date of this report
of investigation.

Specific information about how and why Bell uses DPI is available on the
company website (www.bell.ca) in the form of questions and answers, to be
found under the heading "Network management”, when one follows the following
links: Home/Support/Internet/troubleshooting/slow connection/Network
management. We noted that there is no direct link provided from the FAQs or
other privacy- or user-related documents to this information. The response to the
final question, “Is Bell allowed to do this?”, is given as follows and specifically
refers readers to the Internet service agreement;

Bell has a responsibility to maximize the ability for all customers to use and enjoy
their Bell Internet service and a responsibility to deliver bandwidth fairly to its
customers

in order to fulfili these responsibilities, Bell is entitled under the terms of the Service

Agreement to utilize the technology that maintains or enhances the performance of
the Service and the integrity of the network.
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