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The Problem

A Bad people
A Negligent individuals
A Negligent organizations
I Public
I Private
A Helpless victims
A Rapidly changing landscape

I policy-makers have poor information



The Solution £PPC

A Prosecute & punish thieves/fraudsters

A Frustrate thieves/fraudsters
| prevent, detect, mitigate

A Assist victims
A Understand the changing landscape
A Develop a coordinated national strategy



Do we need more laws?



Existing Laws PP

A Criminal Code

I Fraud, Personati on, Forger
I Theft/trafficking in credit cards
I Computer crimes
A Data Protection Laws
I Reasonable security measures
I Minimizing collection and retention
I Informed consent
A Consumer Protection Laws
I Right to free copy of credit report (one/year)
I Prohibition of excessive debt collection practices
I Ontario - fraud alerts; mortgage fraud



Acippic

What 0s happeni ﬁ%&/

A Public Education

A Guidelines/Best Practices for security,
electronic authentication, etc.
I Privacy Commissioners
I Industry Canada working group

A More secure foundation documents and
application processes
IPassport s, Birth Cert 0:
| Canada Post change of address



Market Reponses PP

A Payment cards (credit, debit, stored value)

I Payment Card Industry Data Security Standard
AProtecting cardholder data (merchants)
A12 general requirements + sub-rules

I Automatic fraud detection systems
Acredit, debit

I Gradual shift to two-factor authentication

ARChi p and PINO systems noc
I Trials currently underway
I Expected to be fully deployed by 2010



Market Responses <&PPE

A Credit cards

I Zero liability to consumers for fraudulent use

I Password requirement for online transactions
AiVeri fied by VI SAO; Mast €
Aup to merchant to adopt (fewer charge-backs)

I 3-digit security code on card
Aensures consumer in physical possession of card

I Truncation of account # on receipts




Market Responses <&PPE

A Credit Bureaus:
I Fraud Alerts (free)
i Online access to credit report ($5)
i Credit Monitoring Services ($%)

A Identity Theft Insurance ($%$)



TransUnion

Security and peace of mind.

Credit Monitoring helps you guard your identity from theft.

Protection: Weekly email alerts keep you informed about credit profile changes and

potential fraud.

Knowledge: Quarterly online access to your credit profile with analytical tools.
Convenience: Unlimited toll-free access to credit specialists.

Start monitoring your credit today for just $22.95 per quarter

v Yes, monitor my score for an additional $7.95/quarter
v Yes, monitor my debt for an additional $7 .95/quarter

As a member, you'll receive ALL THIS-

¥ CreditAlert (O] X|

Dear Sample, _‘:I
Achange has appeared onyour credit
profile during the week of January 1-7,
2002. Simply click here for details. ;l

EXAMPLE: CREDIT ACCOUNT

Weekly Fraud-Watch Emails*
* Receive weekly email alerts to changes in your profile

* Immediately find out about credit profile changes including fraudulent activity, newy inguiries,
nevy accounts, late payments, and more



Euifax

Products Learning Center Customer Service Online Dispute Member Center

Equifax Credit Watch™ Gold

Don't Let Identity Thieves
Ruin Your Credit

Monitoring your credit report for changes is one of the
best ways to combat identity theft — and ensure the
accuracy of what's being reported about you.

Equifax Credit Watch™ Gold makes it easy by autamatically
alerting you within 24 hours of key changes in your Equifax Credit
Repot™ — such as when someone tries to open credit in your name —
s0 you can act before any serious damage is done.

Benefits Include:

* Daily monitoring of your Equifax Credit Report for key changes
iemailfwireless alerts)

* Unlimited Equifax Credit Reports

« Up to $20,000 ldentity Theft Insurance with no deductible
(certain limitations and exclusions apply) at no additional charge to
you

» Knowledgeable Customer Care 24 hours a day 7 days a week

Compare Product Features

Purchase Options

@ Only $9.95 a month

¥ Add Equifax Credit Report
Control™ for only $2.00
more a month

BUY NOW » EHCEEERGL

Seeitin ACTION
Take atour of Credit Watch™ Gold

Many People Bought This Instead.:

+ Equifax Credit Watch™ Gold Family Program
You want tuétumtect them fram ever;;,rthlng - including identity theft.
Cur newest Equifax Credit Watch™ member benefit covers your
loved anes.
Learn More

+ Equifax Credit Watch™ Gold with 3-in-1 Monitoring
Only $12.95 a month includes Eour 3-in-1 Credit Report and
automatically alerts you of any key changes to your Equifax,
Experian, and TransUnion credit reports
Learn More

» Need Help




UIFAX

Products Credit Education | Contact Us |
Consumer Services Canada

Centre

Lagin My Equifax Equ:fax Cnnsumer Hnmepage

-fromthe S0UPEE
— Score Power'™ CREDIT SCORE

g
fnpufnudlﬁ:n&#ﬂﬂhxr
— See the credit score used by See where you rank with

most lenders, plus a copy of

your credit report - online SE ore PDWErTH

today!
¥ Price: $23.95 CDN 6R1-743  T44-TBD  TRI-B16

* Personalized credit report 20% 20%,

* FICO® credit =core and analysis
Based on the
general population’s

[Learn More }}] [Drl:ler M owr .“:=-?-=-] FICC scores

Which product is right for me? Equifax CREDIT REPORT

See your personal credit report
- straight from the source - SEE Your
online, today!

Price: $15.50 CDN Credit Report
* Perzonalized credit report )
Online Today!

[Leam Mare :=-:=-] [Drl:ler M oy }}]

CAMNADIAN
MARKETING
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