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The Problem

ÅBad people

ÅNegligent individuals

ÅNegligent organizations

ïPublic

ïPrivate

ÅHelpless victims

ÅRapidly changing landscape

ïpolicy-makers have poor information



The Solution

ÅProsecute & punish thieves/fraudsters

ÅFrustrate thieves/fraudsters

ïprevent, detect, mitigate

ÅAssist victims

ÅUnderstand the changing landscape

ÅDevelop a coordinated national strategy



Do we need more laws?



Existing Laws

ÅCriminal Code
ïFraud, Personation, Forgeryé.

ïTheft/trafficking in credit cards

ïComputer crimes

ÅData Protection Laws
ïReasonable security measures

ïMinimizing collection and retention

ïInformed consent

ÅConsumer Protection Laws
ïRight to free copy of credit report (one/year)

ïProhibition of excessive debt collection practices

ïOntario - fraud alerts; mortgage fraud 



Whatôs happening: Policy

ÅPublic Education

ÅGuidelines/Best Practices for security, 
electronic authentication, etc.

ïPrivacy Commissioners

ïIndustry Canada working group

ÅMore secure foundation documents and 
application processes

ïPassports, Birth Certôs, Drivers Licence, etc.

ïCanada Post change of address 



Market Reponses

ÅPayment cards (credit, debit, stored value)

ïPayment Card Industry Data Security Standard

ÅProtecting cardholder data (merchants)

Å12 general requirements + sub-rules

ïAutomatic fraud detection systems 

Åcredit, debit

ïGradual shift to two-factor authentication

ÅñChip and PINò systems not yet in wide use

ïTrials currently underway

ïExpected to be fully deployed by 2010



Market Responses

ÅCredit cards

ïZero liability to consumers for fraudulent use

ïPassword requirement for online transactions

ÅñVerified by VISAò; Mastercard ñSecureOnlineò

Åup to merchant to adopt (fewer charge-backs)

ï3-digit security code on card

Åensures consumer in physical possession of card

ïTruncation of account # on receipts



Market Responses

ÅCredit Bureaus:

ïFraud Alerts (free)

ïOnline access to credit report ($$)

ïCredit Monitoring Services ($$)

ÅIdentity Theft Insurance ($$)










