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Summary of Recommendations

The proposed Artificial Intelligence and Data Act (AIDA) includes some respectable policy approaches to
mitigate risks of biased outputs and Al-related harm. However, if enacted, AIDA would result in a narrow
and incomplete regulatory scheme. In response, CIPPIC makes the following recommendations:

1.

10.
11.
12.
13.
14.
15.

16.
17.

The Federal Government must consult broadly on the proposed Artificial Intelligence and Data Act
(AIDA), including the Government’s intended amendments to Part Ill of Bill C-27.

The Federal Government must justify AIDA’s excluding of low and medium-impact Al systems, and
better coordinate its regulatory approach with the provinces to avoid gaps.

Amend AIDA so that it applies to federal government institutions, at least in respect of Al systems not
used for administrative decisions (or related assessments).

Amend AIDA so that it applies to defence and security institutions generally, with narrower exceptions
for Al for defence and security purposes.

The Federal Government must consult with, and justify why AIDA should apply to, Indigenous
government institutions.

Amend other federal Acts to ensure interoperable schemes and broad privacy, human rights, and other
protections.

The Al and Data Commissioner must be independent.
Define high impact systems in AIDA.

State, in AIDA, which administrative decision-maker will enforce the administrative monetary penalties
regime.

Expand the definition of “artificial intelligence system.”

Expand the concept of harm.

Require certain persons to also identify, assess, and mitigate systemic bias and discrimination.
Expand the audit and remedial mechanisms in clauses 15, and 17 and 28, respectively.

Clarify the definition of “personal information.”

Clauses 38 and 39—general offence related to Al systems—must apply to all persons, including federal
and provincial government institutions, and should come into force upon Royal Assent.

Expand clause 38 to include unlawful actions beyond “offences.”

Expand AIDA’s general offences to prohibit certain Al systems; or the Federal Government should
explain why it considers existing criminal laws as sufficient to prohibit such conduct.



Recommendations

1. The Federal Government must consult broadly on the proposed Artificial Intelligence and Data Act
(AIDA), including the Government’s intended amendments to Part Il of Bill C-27.

The regulation of artificial intelligence (Al) crosses many sectors of the economy and areas of society,
including healthcare, finance, and transportation.! Al systems may impact the interests of individuals,
groups, communities, organizations, governments, and non-human entities, including animals and the
environment. Al is also complex and rapidly evolving. Robust consultations with a wide variety of
stakeholders would likely (1) result in a more appropriate and agile regulatory approach, capable of
evolving with advances in Al, (2) foster greater public trust in the Government’s proposed approach, and
(3) better integrate AIDA with other federal and provincial legislation, to avoid legislative gaps and ensure
interoperable and effective laws.

2. The Federal Government must justify AIDA’s exclusion of low and medium-impact Al systems and
better coordinate its regulatory approach with the provinces to avoid gaps.

Under Part 1 of the proposed Act, the regulatory scheme would apply to Al systems and machine learning
models made available, as well as the management of the operations of Al systems used in the course of
international or interprovincial trade and commerce.? AIDA would not regulate:

a. Any Al system (both high and low/medium impact) solely designed, developed, made available,
and used within a province or territory.> An example of such an Al system could include a high-
impact healthcare-triaging system developed in a hospital for use in that hospital.

This exclusion likely arises from the Federal Government taking a cautious approach within Canada’s
federal framework, out of fear of encroaching upon provincial jurisdiction.® The proposed Act relies on the
narrower branch of Parliament’s trade and commerce power concerning international and interprovincial
trade.® Importantly, broad consultations would draw attention to AIDA’s gap in oversight for intraprovincial
high-impact and general-purpose Al systems (as well as intraprovincial low and medium-impact and
general-purpose Al systems), which would allow the Federal government and the provinces to better
coordinate their approaches, to avoid gaps and protect Canadians from risks of Al-related harm.

1 OEDC, OECD Al Principles overview (accessed 28 September 2023), online: OECD < https://oecd.ai/en/ai-
principles >.

2 See Bill C-27, An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data Protection
Tribunal Act and the Artificial Intelligence and Data Act and to make consequential and related amendments to
other Acts, 1st Sess, 44th Parl, 2022 (second reading 24 April 2023), Part lll, cl 5.1, as proposed to be amended by
Motion 039-087-34a_EN, online (pdf): <
https://www.ourcommons.ca/content/Committee/441/INDU/WebDoc/WD12751351/12751351/MinisterOflnnova
tionScienceAndIndustry-2023-11-28-Combined-e.pdf > [AIDA].

3 Low and medium-impact systems would include all Al systems not set out in the AIDA’s Schedule of “high-impact”
systems.

4 See Teresa Scassa, “Canada’s Proposed Al & Data Act - Purpose and Application” (8 August 2023), online (blog):
Teresa Scassa < https://www.teresascassa.ca/index.php?option=com k2&view=item&id=362:canadas-proposed-ai-
-data-act-purpose-and-application&Itemid=80 >; see also Teresa Scassa, “Regulating Al in Canada: A Critical Look at
the Proposed Artificial Intelligence and Data Act” (2023) 101:1 Can Bar Rev 1 at 24-27.

5 See Reference re Securities Act, 2011 SCC 6 at para 46.
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b. Low and medium-impact Al systems (beyond general-purpose systems) made available or used in
the course of international or interprovincial trade and commerce.

This exclusion is a policy choice that the Federal Government should broadly consult on and justify. Broad
consultations could support including minimal obligations in the Act for low and medium-impact Al
systems made available or used in the course of international or interprovincial trade and commerce.
Alternatively, broad consultations may highlight this gap, nudging provincial and territorial governments
to address it in unique or similar ways within their spheres of jurisdiction. Minimal obligations for low and
medium-risk systems, such as basic record keeping and transparency obligations, whether federal or
provincial, would promote trust and better enable individual remedies under other laws, such as federal
and provincial human rights codes. For example, records of bias mitigation assessments and case-specific
outputs would likely be critical pieces of evidence for claimants who allege Al-related discrimination under
human rights laws.

3. Amend AIDA so that it applies to federal government institutions, at least in respect of Al systems
not used for administrative decisions (or related assessments).

Most Al systems, in particular high-impact systems, procured by the Federal Government would likely fall
within interprovincial trade and commerce, and thereby fall within AIDA’s oversight before being procured
by the Federal Government. However, the proposed Act would not apply to federal government
institutions, including at the point where departments (1) manage Al systems’ operations or (2) develop
Al systems in-house.® The Federal Government may intend to rely on its internal Directive on Automated
Decision-Making for oversight of internally managed and developed Al systems; however, this Directive
only applies to Al systems used to make administrative decisions (and related assessments about
government clients).” Beyond Al systems used for administrative decisions, no regulatory mechanism
would oversee federal government institutions’ management, use, and development of Al systems,
including high-impact Al systems, machine learning models, and general-purpose systems. This ‘trust us’
approach is unacceptable. Federal government institutions have already used Al systems in improper ways.
For example, the Privacy Commissioner concluded that the RCMP’s use of Clearview Al’s facial recognition
tool violated the federal Privacy Act.® Several other reports have also found that these types of algorithmic
tools produce biased outputs, especially for Black women.® CIPPIC proposes two options concerning AIDA’s
application to federal government institutions:

6 See AIDA, supra note 2, cl 3(1); see also, similarly, AIDA, supra note 2, cl 3(2).

7 See Canada, Directive on Automated Decision-Making (last modified 25 April 2023), online: Treasury Board
Secretariat < https://www.tbs-sct.canada.ca/pol/doc-eng.aspx?id=32592 > [Directive].

8 See Office of the Privacy Commissioner of Canada, News Release, “RCMP’s use of Clearview Al’s facial recognition
technology violated Privacy Act, investigation concludes” (10 June 2021), online: Office of the Privacy Commissioner
of Canada < www.priv.gc.ca/en/opc-news/news-and-announcements/2021/nr-c 210610/ >.

9 See NIST, “NIST Study Evaluates Effects of Race, Age, Sex on Face Recognition Software” (19 December 2019),
online: < https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-
recognition-software >; see also Office of the Privacy Commissioner of Canada, PIPEDA Findings #2021-001, “Joint
investigation of Clearview Al, Inc. by the Office of the Privacy Commissioner of Canada, the Commission d’acces a
I'information du Québec, the Information and Privacy Commissioner for British Columbia, and the Information
Privacy Commissioner of Alberta” (2 February 2021), online: Office of the Privacy Commissioner of Canada <
https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-into-businesses/2021/pipeda-
2021-001/ > at paras 91— 97.
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a. Amend AIDA so that it applies to all Federal institutions (or introduce similar public-sector
legislation, or amend the Privacy Act); or

b. Amend AIDA so that it applies to Federal institutions (or introduce similar public-sector specific
legislation, or amend the Privacy Act, alongside AIDA), but only in respect of Al systems that are
not used to make administrative decisions (or related assessments about government clients). In
this case, the Federal Government could continue to rely on its Directive for Al systems used to
make administrative decisions, and AIDA (or similar legislation) for other Al systems.°

4. Amend AIDA so that it applies to defence and security institutions generally, with narrower
exceptions for Al for defence and security purposes.

AIDA would not apply to any product, service, or activity under the direction or control of the Minister of
National Defence, the Director of the Canadian Security Intelligence Service, or the Chief of the
Communications Security Establishment, which would include Al systems that are not for defence or
security purposes.'! For example, AIDA would not apply to Al systems used by the Minister of National
Defence for day-to-day employment purposes, unrelated to specific defence objectives, even though the
Department has used such tools in the past.}? Because these Al systems would not be used to make
administrative decisions, the internal Directive on Automated Decision-Making would also not apply to
them. Employment Al systems, such as Al-based facial recognition tools, are known to produce biased
outputs.'® Because Al systems rely on historical data to produce outputs, poorly designed and managed
employment Al systems have the potential to entrench past systemic discrimination, opposing many
Federal Government initiatives intended to support greater diversity and inclusion in the public service.*
Any exclusions under the proposed Act should be limited to Al systems for specific defence or security
purposes.

5. The Federal Government must consult with, and justify why AIDA should apply to, Indigenous
government institutions.

On this issue, CIPPIC does not take a firm position. CIPPIC defers to Indigenous groups and communities
to which AIDA would apply. The Federal Government should respect the positions of those Indigenous
groups and communities, as well as the oversight approaches those groups and communities may wish to

10 For this approach, the Federal Government would likely have to strengthen its Directive on Automated Decision-
making. For a critical analysis of the Directive, see Teresa Scassa, “Administrative Law and the Governance of
Automated Decision-Making: A Critical Look at Canada’s Directive on Automated Decision-Making” (2021) 54
University of British Columbia L Rev 251 at 259.

11 See AIDA, supra note 2, cl 3(2); see also Christelle Tessono et al, “Al Oversight, Accountability and Protecting
Human Rights: Comments on Canada’s Proposed Artificial Intelligence and Data Act” (2022), online: Cybersecurity
Policy Exchange < https://www.cybersecurepolicy.ca/aida > [Tessono].

12 5ee Tom Cardoso & Bull Curry, “National Defence skirted federal rules in using artificial intelligence, privacy
commissioner says” (updated 8 February 2021), online” Globe & Mail <
https://www.theglobeandmail.com/canada/article-national-defence-skirted-federal-rules-in-using-artificial/ >.

13 For a private sector example, see Jeffrey Dastin, “Amazon scraps secret Al recruiting tool that showed bias against
women” (10 October 2018), online: Reuters < https://www.reuters.com/article/us-amazon-com-jobs-automation-
insight-idUSKCN1MKO08G >.

14 See Canada, “Diversity and inclusion in the public service” (last modified 12 May 2023), online: Canada, <
https://www.canada.ca/en/government/publicservice/wellness-inclusion-diversity-public-service/diversity-
inclusion-public-service2.html >.
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pursue, which would better reflect principles such as Indigenous data sovereignty.'> AIDA’s Companion
Document and the proposal’s lack of discussion regarding Indigenous consultations and decisions are
concerning.'®

6. Amend other federal Acts to ensure interoperable schemes and broad privacy, human rights, and
other protections.

CIPPIC supports the Government’s proposed amendments to AIDA to clause 26 (the list of recipient
entities to which the Commissioner may disclose information) and introduction of clauses 26.1 and 33.1,
which, respectively, would provide reciprocal powers for several recipient entities to provide relevant
information to the Commissioner and allow the Commissioner to enter into arrangements with such
entities to assist them in exercising their powers over Al systems. However, the proposed Act should
amend other relevant federal Acts to provide Federal recipients with powers to share information between
each other—for example, between the Minister of Health and the Canadian Human Rights Commission—
to ensure a comprehensive Al-related information sharing scheme.

7. The Al and Data Commissioner must be independent.?’

While the Government’s proposed amendments to AIDA would clarify some of the Commissioner’s powers
and functions, and increase the Commissioner’s level of independence, such powers still stop short of
granting the Commissioner full independence.’® Further, if the Commissioner were absent or
incapacitated, or if the Minister chose not to designate a Commissioner, the Minister would exercise the
Commissioner’s powers. The Commissioner must be fully independent of the Minister’s policy-making
functions, to avoid undue influence primarily aimed at furthering the Minister’s mandate to support Al
innovation and research in Canada. A Commissioner without full independence would likely undermine
their important harm-mitigating and audit functions, tipping the scales in favour of Al research and
innovation to the detriment of Canadian’s health, safety, privacy, and well-being.

8. Define high-impact Al systems in AIDA.

CIPPIC supports the Government’s proposed amendments to AIDA that would introduce a Schedule setting
out high-impact systems (concerning Al systems’ uses) to and from which the Governor-in-Council may
add, vary, or delete classes or subclasses of uses.'® From a transparency perspective, this approach would
require the Governor-in-Council to justify adding or removing classes through public-facing documents as
part of the regulatory development process. CIPPIC also supports the Government’s proposed

15 See John Burrows & Lisa Austin, “The digital Charter Implementation Act ignores Indigenous Data Sovereignty” (6
December 20221), online: Schwartz Reisman Institute for Technology and Society <
https://srinstitute.utoronto.ca/news/digital-charter-implementation-act-ignores-indigenous-data-sovereignty >.
18 Innovation, Science and Economic Development Canada, “The Artificial Intelligence and Data Act (AIDA) —
Companion document” (13 March 2023), online: Government of Canada < ised-isde.canada.ca/site/innovation-
better-canada/en/artificial-intelligence-and-data-act-aida-companion-document#s9 > [AIDA Companion
Document].

17 See also Christelle Tessono, supra note 11. In the alternative, AIDA could augment the functions of an existing
commissioner, such as the Privacy Commissioner, to oversee and enforce certain aspects of the AIDA; however, a
new independent commissioner would be preferable. Augmenting the functions of an existing commissioner may
distract them from their primary function, while requiring similar resources in either case.

18 See AIDA, supra note 2, cls 13—-15.

19 pid, cls 36.1.
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amendments to AIDA that would introduce a list of factors that the Governor in Council must consider
when adding, varying, or deleting a class or subclass of uses from the Schedule of high-impact systems.
However, the factor under paragraph 36.1(2)(d) (whether the uses in the class or subclass to be added,
varied, or deleted are adequately regulated under another Act of Parliament of an Act of a provincial
legislature) could be clearer, by explicitly stating that “adequately regulated” under that paragraph relates
to the adverse impacts referred to in paragraph (2)(a)—like the factors under paragraphs (2)(b) and (c).

9. Identify which administrative decision-maker will enforce the administrative monetary penalties
regime.

Identifying which decision-maker would enforce the administrative monetary penalty (AMP) scheme is
critical to fostering public trust in the proposed scheme and ensuring impartial and unbiased enforcement.
From a democratic accountability perspective, the statute, rather than subordinate regulations, should set
out this aspect of the scheme, ideally an independent Commissioner or a tribunal rather than the Minister.
If the Minister were responsible for imposing AMPs, this would raise serious questions of independence,
impartiality, and public safety. The Minister’s primary mandate is to support research and innovation; the
same person should not be responsible for imposing administrative penalties on organizations whose
research and innovations they are generally mandated to support.

10. Expand the definition of “artificial intelligence system.”?°

The definition of an Al system should not rely on closed lists regarding techniques or types of outputs.
CIPPIC welcomes and supports the Government’s intended amendments to expand the definition of
artificial intelligence systems to better align with generally accepted definitions in the international
community. Al is a rapidly evolving technology, and any definition of an Al system in the proposed Act must
maintain a degree of technological neutrality and be “future-proof.”?! The intended definition?* would, in
contrast to the original definition,? create a non-exhaustive list of ‘outputs’ which would now include
predictions, recommendations or decisions. This drafting technique would capture future types of outputs
currently unknown.

11. Expand the concept of harm.

Under the Government’s proposed amendments, AIDA would speak to risks of imminent and serious harm
(clause 17) and serious risks of imminent harm (clause 28). However, harm (as defined in clause 5) is
limited to (a) physical or psychological harm to individuals, damage to an individual’s property, and
economic loss to an individual. Clause 39 also addresses more serious and substantial forms of harm.
These concepts of harm and the entities to which that harm applies are too narrow.?*

20 See also Christelle Tessono, supra note 11.

2 |pid.

22 A “technological system that, using a model, makes inferences in order to generate output, including predictions,
recommendations or decisions.” See AIDA, supra note 2, cl 2.

2 A “technological system that, autonomously or partly autonomously, processes data related to human activities
through the use of a genetic algorithm, a neural network, machine learning or another technique in order to
generate content or make decisions, recommendations or predictions.”

24 See Teresa Scassa, “The unduly narrow scope for ‘harm’ and ‘biased’ output under the AIDA” (22 August 2022),
online: (blog) < https://www.teresascassa.ca/index.php?option=com k2&view=item&id=364:the-unduly-narrow-
scope-for-harm-and-biased-output-under-the-aida&Iltemid=80 >.
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Al poses risks of harm to more than merely individuals, including groups, communities, organizations,
society, and the environment.?> For example, Al systems may pose risks to the integrity of democratic
elections, they may perpetuate or create injustices for Indigenous, Black, or other marginalized groups or
communities, and they may cause damage to organizations’ property. The Act should aim to mitigate
collective and other non-individual harms. CIPPIC agrees with the Women’s Legal Education & Action
Fund’s submission in recommending that the definition of “harm” in clause 5(1) be expanded to mean:

(a) Physical or psychological harm to an individual or identifiable group;

(b) Damage to an individual’s property, collectively owned property, land or buildings held on behalf
of a group or collective, or public property or public spaces; or

(c) Economic loss to an individual or identifiable group.?®

Further, CIPPIC recommends that the Federal Government consider expanding clause 5(1)(b) to include
damage to an organization’s property. It should also consider similarly expanding clauses 39(a) and (b) to
capture more serious forms of these harms. Alternatively, the Government should justify excluding
organizations from these clauses; otherwise, CIPPIC does not see a reasonable basis for protecting
individuals’ property but not organizations’ property.

12. Require certain persons to also identify, assess, and mitigate systemic bias and discrimination.?

The Government’s proposed amendments requiring certain persons to establish measures to assess and
mitigate risks of harm or biased outputs represent a respectable approach to minimizing adverse impacts
(although still dependent on the adequacy of future regulations).?® However, because “biased outputs”
means an Al system that adversely differentiates an individual on a prohibited ground, an Al system that
merely perpetuates systemic bias and discrimination—and does not itself adversely differentiate an
individual based on a prohibited ground—could perpetuate and possibly exacerbate that systemic bias
and discrimination, at a much larger scale.

The definition of “biased output” in clause 5(1) should explicitly include Al systems that adversely
differentiate a group (in addition to an individual) on a prohibited ground. Al systems may produce biased
and discriminatory outputs that manifest at the group and community level, rather than solely at the
individual level. For example, content moderation or resource allocation systems, especially those for
healthcare and emergency services, may produce biased outputs for Indigenous and Black groups and
communities, where effects manifest for the entire group or community, rather than any one individual.

25 See Teresa Scassa, “Regulating Al in Canada: A Critical Look at the Proposed Artificial Intelligence and Data Act”
(2023) 101:1 Can B Rev 1 at 18-19.

26 See Women'’s Legal Education & Action Fund, “Submission to the Standing Committee on Industry and
Technology on Bill C-27, An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data
Protection Tribunal Act and the Artificial Intelligence and Data Act and to make consequential and related
amendments to other Acts” (11 September 2023), online: LEAF <
https://www.ourcommons.ca/Content/Committee/441/INDU/Brief/BR12579508/br-
external/WomenslLegalEducationAndActionFund-e.pdf > at 5.

27 See Teresa Scassa, “Explaining the Al and Data Act” (21 March 2023), online: (blog) <
https://www.teresascassa.ca/index.php?option=com k2&view=item&id=369:explaining-the-ai-and-data-
act&Itemid=80 >.

28 See, e.g., AIDA, supra note 2, cl 7(1)(c).
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13. Expand the audit and remedial mechanisms in clauses 15, and 17 and 28, respectively.

Clause 15 is too narrow and should be expanded to allow the Commissioner to conduct or order an audit
where they have reasonable grounds to believe that a high-impact or general-purpose Al system is
resulting in or is likely to result in biased outputs and risks of harm. Under clause 15, the Commissioner
may require a person to conduct an audit for, among other things, failing to comply with biased-output
mitigation measures established through future regulations or any provision of future regulations.
However, the Commissioner could not require a person to conduct an audit for continued risks of biased
outputs or risks of harm.

Clauses 17 and 28 should also be expanded to include risks of significant harm. Clauses 17 and 28 allow
the Minister to (1) order a person to cease using or making available an Al system, and/or (2) to publish
information on a publicly available website—but only where the Minister has reasonable grounds to
believe that the Al system gives rise to a risk of imminent and serious harm, and a serious risk of imminent
harm, respectively. These thresholds are too high—a serious risk of harm, without being imminent, should
be sufficient to ground both powers.

14. Clarify the definition of “personal information.”

The current definition of “personal information” in AIDA has the same meaning as that assigned by
subclauses 2(1) and (3) of the Consumer Privacy Protection Act (CPPA), in Part | of Bill C-27.% Subclause
2(1) of the CPPA is clear that “personal information” means information about an identifiable individual;
subclause 2(3) of the CPPA extends the meaning of personal information to capture “personal information
that has been de-identified.” However, subclause 2(3) is also “for the purposes of [the CPPA]” and only
applies in respect of some of the CPPA’s provisions. By importing the definition of personal information
from the CPPA, the AIDA appears to import text that is for the purposes of another Act and only applies in
respect of some of that Act’s provisions, creating confusion as to whether personal information that has
been de-identified is still personal information in all contexts. This convoluted and confusing drafting could
be avoided by (1) defining personal information separately in AIDA; (2) defining personal information in
AIDA to have the same meaning as defined in subclause 2(1) of the CPPA, and to also mean (explicitly,
rather than referring to subclause 2(3) of the CPPA) “personal information that has been de-identified”; or
(3) by re-drafting subclause 2(3) in the CPPA.

15. Clauses 38 and 39—general offence related to Al systems—must apply to all persons, including
Federal and Provincial institutions, and should come into force upon Royal Assent.

Clause 38 prohibits persons from possessing or using personal information knowing or believing that the
information was obtained as a result of an offence for the purposes designing, developing, using, or
making available an Al system; clause 39 prohibits persons from making available for use Al systems likely
to cause serious harm, substantial damage, or substantial economic loss with the intent to defraud the
public, and that cause such harm, damage, or loss. However, through clause 3, AIDA (including clauses 38
and 39, as well as clause 40—penalties for committing offences under clauses 38 and 39) does not apply
to federal government institutions; products, services, or activities in respect of the entities listed in
subclause 3(2); and, implicitly, provincial government institutions, thereby creating criminal offences for

29 See Bill C-27, An Act to enact the Consumer Privacy Protection Act, the Personal Information and Data Protection
Tribunal Act and the Artificial Intelligence and Data Act and to make consequential and related amendments to
other Acts, 1st Sess, 44th Parl, 2022 (second reading 24 April 2023), Part I, cls 2(1), (3).
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private actors, but not for public actors. These criminal prohibitions should apply to both public and private
entities, just as “person” in the Criminal Code includes His Majesty.3° The proposed Act could permit
narrow exceptions for national defence or security agencies, but such exceptions should be for specific
national defence or security purposes.s

Clauses 38 to 40 of the Act do not depend on subordinate regulations to operate. These criminal offences,
which protect Canadians from serious risks of harm, should be brought into force before the anticipated
regulations.

16. Expand clause 38 to include unlawful actions beyond “offences.”

“Offence” in clause 38 is unduly narrow. Clause 38 only prohibits the possession or use of personal
information to design, develop, use, or make available an Al system that has been obtained as a result of
an offence. Clause 38 should also include personal information that a person possesses or uses knowing
or believing that the information was obtained or derived, directly or indirectly, as a result of any unlawful
action, and without colour of right (i.e., an honest belief that the person had an honest right to such
property).3! Persons may obtain personal information by contravening legislation that does not amount to
an offence, such as a violation subject to administrative monetary penalties, or by breaching contractual
provisions with a data custodian. “Offence” severely limits the scope of clause 38.

17. Expand AIDA’s general offences to prohibit certain Al systems; or the Federal Government should
explain why it considers existing criminal laws as sufficient to prohibit such conduct.

While clause 39 would prohibit persons from making available for use Al systems likely to cause serious
harm, substantial damage, or substantial economic loss with the intent to defraud the public, the offence
also requires the harm to have materialized. This element of the offence means that, unlike the European
Union’s Artificial Intelligence Act, AIDA does not prohibit systems with unacceptable risks. The EU Al Act
prohibits, among other things:

(a) The making available of or using Al systems that deploy subliminal techniques beyond a person’s
consciousness to distort their or a group of persons’ behaviour, by impairing their ability to make
an informed decision and causing them to make a decision that they would not have otherwise
taken, in a way that causes or is likely to cause that person or another person or group of persons
significant harm.

(b) The making available of or using Al systems that exploit the vulnerabilities of a person or specific
group of persons due to their age, disability or a specific social or economic situation, to distort
the person’s or group of persons’ behaviour in a way that causes or is likely to cause that person
or another person significant harm.

(c) The making available of or using Al systems to evaluate or classify the trustworthiness or natural
persons based on social behaviour to predict personal or personality characteristics, with social
scoring leading to detrimental or unfavourable treatment of certain natural persons or groups
thereof in certain contexts.

(d) Using Al systems that use ‘real-time’ remote biometric identification systems in publicly accessible
places for the purpose of law enforcement, subject to certain exceptions, such as searching for

30 See Criminal Code, RSC 1985, c C-46, s 2 [Criminal Code].
31 However, CIPPIC recognizes that such an approach may raise Constitutional division of powers issues.



11

missing persons, preventing specific, substantial, and imminent threats, and detecting
perpetrators or suspects of certain criminal offences, subject to certain conditions.

(e) The making available of or using Al systems that create or expand facial recognition databases
through the untargeted scraping of facial images from the internet or CCTV footage.*?

AIDA should prohibit similar types of Al systems, to prevent serious and substantial harm from occurring.
Alternatively, the Federal Government should justify not including such prohibitions—through a reasoned
explanation of AIDA and its interaction with existing laws, including the Criminal Code.*

32 EC, Proposal for a Regulation of the European Parliament and of the Council Laying Down Harmonised Rules on
Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts, COM/2021/206, 21
April 2021, as finalized by COD/2021/0106, Art 5, online: (pdf) <
https://data.consilium.europa.eu/doc/document/ST-5662-2024-INIT/en/pdf >.

33 See Criminal Code, supra note 30.
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